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Abstract

Passwords and access control remain the popular choice for protecting sensitive data stored online,
despite their well-known vulnerability to brute-force attacks. A natural solution is to use encryption.
Although standard practices of using encryption somewhat alleviate the problem, decryption is often
needed for utility, and keeping the decryption key within reach is obviously dangerous. To address this
seemingly unavoidable problem in data security, | propose password-hardened encryption (PHE). With
the help of an external crypto server, a service provider can recover the user data encrypted by PHE only
when an end user supplied a correct password. The crypto server has several important properties for
practical purposes, such as being completely independent of the user’s data and supporting key-rotation
of their private keys, a proactive security mechanism mandated by the Payment Card Industry Data
Security Standard (PCI DSS).
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